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OverviewOverview



Social Media Defined

I t t bil b d li ti th tInternet or mobile-based applications that
allow end-user interaction.

While traditional media provide for one-way
communication from advertiser to consumer, social
media invites two-way communication between the
d ti dadvertiser and consumer.



Business Reasons for Using Social Mediag

 Personalized interaction. Enhance customer feedback and 
engagement by interacting directly with customers.g g y g y

 Boost brand awareness. Create a presence on the same 
platforms that customers use in their daily lives.

 Protect reputation. Quickly respond to rumors or other negative 
publicity.

 Inexpensive. Saves time and money.Inexpensive. Saves time and money.

 Problem solving (crowdsourcing). Users can pool their 
collective knowledge to create new ideas or solve problems.

 Easily customizable. Quickly and inexpensively target different 
groups of customers.



Common Forms of Social Media in 
Advertising and MarketingAdvertising and Marketing

E d t M i th t lik l t Endorsements. Messaging that consumers are likely to
believe is a reflection of the opinions and beliefs of the
endorser rather than the sponsoring advertiser.

 Branded pages. Branded social media pages on a third-
party service, such as Facebook, LinkedIn or Google+.

 Promotions. Many companies run sweepstakes and
contests on social media networks.

U t d t t (UGC) C i f tl User-generated content (UGC). Companies frequently
rely on customers to submit content in connection with a
marketing promotion on a social media network.



EndorsementsEndorsements



FTC Guides



When is Something an Endorsement?g

 Is the speaker acting independently or on behalf of the 
advertiser?advertiser?

 Whether the speaker is compensated by the 
advertiser;

 Whether the product was provided for free by the 
advertiser; 

The terms of any agreement;  The terms of any agreement; 

 The length of the relationship; 

 The previous receipt of products, or the likelihood of  The previous receipt of products, or the likelihood of 
future receipt of products; and 

 The value of the products received.



Why Does It Matter?y

 Advertisers may be liable for an endorser’s actions.y

 Failure to disclose connections.

 False claims.

 Advertisers may be liable even if they did not authorize, 
approve, or use the claims.











Best Practices

 Social Media Policy.

 There is no one-size-fits-all solution.

 Consider your goals, strategies, risks, etc.

 Provide guidelines as to what endorsers can and can’t say.

 Consider providing approved claims; or

S if i f l i h b id d Specifying types of claims that must be avoided.

 Endorsers must clearly disclose connections and incentives.

 Monitor and enforce Monitor and enforce.



PromotionsPromotions











Public Votingg



Promotions Laws Still Applypp y

50+ t  f ti  l  till l 50+ sets of promotions laws still apply.

 Purchase Requirements

 You can’t require people to make a purchase in a sweepstakes.

 In some states, you can require a purchase for a contest., y q p

 Disclosures.

 Registration and bonding.

 Privacy, IP, taxes, etc.



Platform Requirementsq

F b k  Facebook 

 Facebook prohibits the use of Facebook features as an 
t  h i   i  tifi ti  h ientry mechanism or winner notification mechanism.

 Facebook requires various disclosures.

 Google+ prohibits promotions on its platform.

 Twitter has several requirement designed to prevent spam Twitter has several requirement designed to prevent spam.



Best Practices

E   l  ith ti  l  d l tf   Ensure you comply with promotions laws and platform 
requirements.

E  l   t il d t   ti Ensure rules are tailored to your promotion.

 Provide guidelines about what content can and can’t be 
s bmittedsubmitted.

 Don’t just rely on the rules.

 Limit public control over outcome.



Liability for Claims inLiability for Claims in
User-Generated Content





Communications Decency Act §230y §

C t t id   b  h ld li bl  f  t t th   Content providers may be held liable for content they 
create.

 Interactive computer service providers may not be held p p y
liable for content provided by another information content 
provider.

ICS providers may lose immunity if they are  ICS providers may lose immunity if they are 
responsible, in whole or in part, for creating or 
developing the content.

 At what point is the line crossed?



QuiznosQ

 Was Quiznos responsible for the creation and development 
of the content? 

 Quiznos invited contestants to submit videos 
demonstrating “why you think Quiznos is better ”demonstrating why you think Quiznos is better.

 The meatnomeat.com domain could be literally false 
because it implies that Subway subs have no meat.  

 Four sample videos may contain false representations in 
how the subs are depicted.

Wh th  Q i  d th  li  i   i  f  th  j Whether Quiznos crossed the line is an issue for the jury.

 The case has settled.





Ninth Circuit Decision

B  i i  b ib  t  l t f    f  By requiring subscribers to select from a menu of pre-
populated answers, Roommates.com becomes, at least in 
part, a developer.

 “Unlawful questions solicit (a.k.a. “develop”) unlawful 
answers.”
Therefore  there was no CDA immunity for the drop  Therefore, there was no CDA immunity for the drop 
down boxes.

 Because Roommates.com did not require subscribers to q
provide additional content, it was not a developer of that 
content.



Best Practices

Don’t eq i e people to p o ide nla f l content Don’t require people to provide unlawful content.

 Website Terms or Official Rules

 Specify what people can and can’t post Specify what people can and can t post.

 Consider prohibiting references to third parties.

 Disclaim affiliation with content posted by others. Disclaim affiliation with content posted by others.

 Consider a reporting function.

 Don’t use content with claims you can’t substantiate.



IP and Related Issues withIP and Related Issues with

User Generated Content User-Generated Content 



Disney’s “Create Your Own 
E h t d P i  Vid !”Enchanted Princess Video!”



IP Issues

 UGC May Contain Content That:
 Infringes Third Party IP Rights.
 Violates a Third Party’s Right of Publicity/Privacy.
 Is Defamatory, Obscene or Otherwise Tortious.
 Makes a False or Misleading Advertising Claim.

How does a company limit its
exposure when it hosts UGC on
its site or through a social
media platform?



Managing Legal Exposureg g g p

 DMCA Safe Harbor.
 CDA Immunity.y
 Monitoring/Moderating UGC.
 Terms of Service/Contest Rules.



DMCA Safe Harbor
Digital Millennium Copyright Act (“DMCA”) Safe Harbor: Section 512(c) of the
Copyright Act provides immunity from liability for copyright infringement for

l d (“ ”) h “ fOnline Service Providers (“OSP”) that “store information on systems or
networks at the direction or users” so long as:

N  t l k l d  f i f i t   i t  ki  No actual knowledge of infringement, or circumstances making 
infringement apparent.

 General knowledge of rampant infringement is NOT knowledge of facts 
and circumstances   Viacom Int’l Inc  v  YouTube  Inc  2010 WL and circumstances.  Viacom Int l Inc. v. YouTube, Inc., 2010 WL 
2532404 (SDNY June 23, 2010)

No “right and ability” to control infringing activity.
 More than ability to control access to site is required;  More than ability to control access to site is required; 
 Right and ability to control infringement; not right and ability to 

control the network. Io v. Veoh, N.D. Cal. August 27, 2008



DMCA Safe Harbor
 No “financial benefit directly attributable to the infringing

activity.”
 “There may be arguments whether revenues from advertising applied

equally to space regardless of whether its contents are or are not
infringing, are ‘directly attributable to infringements…’” Viacom v.
YouTube SDNY June 23 2010YouTube, SDNY June 23, 2010.

 Implementation of Notice and Takedown policy.
 Implementation of repeat infringer termination policy.

Recent DMCA Case: Capitol Records, Inc. et al. v. MP3Tunes, LLC et al., Case
No. 1:07-cv-09931 (S.D.N.Y. August 22, 2011)

Open question as to whether self-monitoring, removing, editing content that
an OSP believes is likely to infringe a third-party’s copyright destroys
DMCA immunity. Common practice is to do some monitoring/moderating
and companies generally believe this does not destroy DMCA Immunity.



CDA §230 Immunities§

 CDA provides immunity from claims of defamation, obscenity, and certain 
th  t t  other torts: 

“No provider or user of an interactive computer service shall be treated as the
publisher or speaker of any information provided by another information
content provider ”content provider.

 CDA immunity excludes IP claims or criminal charges
 CDA may provide immunity for Lanham Act false advertising claims

However  immunity likely would not apply to false advertising claim if  However, immunity likely would not apply to false advertising claim if 
company induces/encourages users to include unsubstantiated or false 
and misleading advertising claims in UGC.  Subway v. Quiznos

Open question as to whether monitoring/moderating content converts web
site owner into “publisher,” destroying immunity. General consensus is
that some monitoring/moderating is probably ok, but too extensive could
destroy immunity.



Monitor/Moderate UGC/
 Even though there may be some risk of destroying DMCA/CDA 

immunity if  since DMCA and CDA do not cover all types of claims immunity if, since DMCA and CDA do not cover all types of claims 
(such as trademark infringement, right of publicity/privacy, 
possibly false advertising), website owners may opt to do some 
monitoring and might remove content that they believe exposes monitoring and might remove content that they believe exposes 
them legally or is inconsistent with company policies and 
practices.   

 Some companies also choose to apply a notice and takedown  Some companies also choose to apply a notice and takedown 
policy more broadly than just for copyright infringement claims.  
 In fact, some cases suggest that a web host that uses the 

same notice and takedown policy for trademark claims may same notice and takedown policy for trademark claims may 
enjoy similar immunities as under the DMCA.  See e.g. Louis 
Vuitton Malletier v. Akanoc, No. 10-15909 (9th Cir. Sept. 12, 
2011)  2011). 



Monitor/Moderate UGC/

Example:



Website Terms of Service/
UGC Contest RulesUGC Contest Rules

TOS/Contest Rules should have users represent that:

f User is author of UGC and the UGC is the author’s original work;
 User is sole and exclusive owner of submission and all trademarks, 

copyrights, and images appearing in submission;
UGC d  t (i) i f i  th  i ht  t d k  th  IP i ht  f   UGC does not (i) infringe the copyright, trademark or other IP rights of a 
third party; (ii) violate the privacy or publicity rights of any third party; or 
(iii) contain any libelous, slanderous material or defame a third party; and

 UGC does not contain (i) porn/explicit content; (ii) criminal or illegal acts; UGC does not contain (i) porn/explicit content; (ii) criminal or illegal acts; 
or (iii) violent/dangerous acts.

TOS/Contest Rules should also:

 expressly permit web site owner to remove/disqualify UGC that violates 
these terms.

 Contemplate how company may want to use submissions, and obtain 
ownership and/or license to UGC submissionsownership and/or license to UGC submissions.



Policies and Best PracticesPolicies and Best Practices



Best Practices
Although social media is a new medium, all of the same offline rules 
apply  Yet  the nature of social media does create some new apply. Yet, the nature of social media does create some new 
challenges: 

It’s real-time, giving lawyers less time to review and approve 
t tcontent.

It’s casual, giving marketers the false sense that the traditional 
rules (like TM usage and claim substantiation) are also more casual.

At the same time, unlike traditional media, social media content does
not have the permanency of other media, making it easier to remove
or pull content after the fact.p

Best Practice: Implement policies that allow company to take
advantage of social media with clear guardrails to limit legal
exposureexposure.



Social Media Policies

Social Media Policies Typically Fall Into Two Main Buckets:

 Employee Usage of Social Media (Both Personal and On  Employee Usage of Social Media (Both Personal and On 
Behalf of Company).

 Brand/Marketing Social Media Interaction./ g



Employee Use of Social Mediap y
 Clearly define which employees 

are authorized to act on behalf 
of company in social media.

 Ensure employees do not 
disclose confidential company p y
information.

 Ensure employees properly 
disclose relationship to disclose relationship to 
company in personal social 
messaging.

 Ensure employees use brand Some caution should be taken whenEnsure employees use brand 
assets/trademarks correctly.

 Ensure employees do not make 
false/misleading claims about 

Some caution should be taken when
implementing these policies, as there
has been at least one NLRB case where
an employee claimed unfair labor
practice due to firing over disparagingfalse/misleading claims about 

company products/services.
practice due to firing over disparaging
remarks made on Facebook about
employer. American Medical Response.



Brand/Marketing Social Media Interactiong



Brand/Marketing Social Media 
Interaction GuidelinesInteraction Guidelines

Some Considerations

 Proper use of company 
brand assets/trademarks

 Proper disclosures in 
accordance with FTC 

Some Considerations

brand assets/trademarks.
 Use of third-party IP.
 False & misleading claims.

accordance with FTC 
Guides.

 Avoidance of obscenity, False & misleading claims.
 Use of celebrity 

likeness/personas.

vulgarity, defamation, 
and other tortious
communications.

 Interaction with 
celebrities/well-known 
third parties.

 Linking to third-party 
sites/content.p
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